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Highlights

- we produce local attacks on the Bejing road complex weighted network,

- the efficacy of the attack strategies changed using binary or weighted measures.

- removing nodes according to weighted rank produced the higher damage;

- to find important nodes it is necessary to account the weight of the links.

- a non-negligible fraction of random removals is more efficient than the best attack strategies;

- to find the most important nodes may be more efficient to simulate an higher number of random

node removals.
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Abstract

Understanding the complex network response to nodes failure is important to protect them and
guarantee their functioning. Most existing studies considered binary networks where the intensity
(weight) of the links is not accounted for. However, in real world networks the intensity of the links
widely differ so that a realistic description of complex networks is only possible if the

heterogeneity present in edge weights is taken into account.

Further, the vast majority of the existing studies investigates the efficacy of the attack strategies
when all the nodes are removed. Despite it is important to study the network behavior in such a
circumstance, real-world networks are more likely to experience local failures involving a small

amount of nodes with a decrease in the system functioning not causing an overall collapse. This is



the case of crossroad closing in complex road networks. For this reason it is interesting to

investigate the networks response focusing to small node removals.

In this paper we analyze the response of the real-world road networks of Beijing, the capital of
China, to the removal of 1 and 2 nodes and accounting the weighted structure of the network. We
use both classic binary node properties and network functioning measurement, introduced a
weighted rank for node importance (node strength or page rank), and used a measurement for

network functioning that accounts for the weight of the links (weighted efficiency).

We find that the weighted node attack strategy Str (i.e. strength attack), which removes nodes
according to their strength, is the most efficient to blemish the system when evaluating the damage
with a weighted efficiency. Differently, betweenness attack strategy Bet, which removes nodes
according to their centrality is the most efficient when using the binary efficiency to compute the
network damage. These results indicate that adopting weighted or binary efficiency to measure
networks functioning changed the efficacy of the attack strategies to damage the system. Last, we
found a non-negligible fraction of random removals to be more efficient than the attack strategies;
given that the main goal of the attack strategies is to individuate important nodes in the system, i.e.
nodes which removal triggers highest damage, our results would indicate how in order to find the
most important nodes may be more efficient to simulate an higher number of random nodes

removal.

1. Introduction

The response of complex networks to nodes failure (i.e. the removal of nodes) is a matter of debate
in complex networks science [1-7]. Nodes failure can eliminate important connections in real
systems compromising the network functioning and eventually determining the network collapse. In
the last years, this topic has been intensely investigated in different fields of applied network

science, such as Internet [1, 2, 8], electrical power grids [7], social [9], ecological [11-14] and



biological [9, 14] networks. The network response to nodes failure is evaluated in terms of the
decrease of some important network functioning indicators (e.g. the largest connected component
or the network diameter) following nodes removal. The robustness of the network can then be
quantified from the decrease rate of this indicator of functioning i.e. the faster is the decrease, the
lower the network robustness [1-10]. The temporal sequence of node removal can be random or it
can be determined by a so-called attack strategy with nodes sorted according to some topological

properties [1-10].

Most of the existing analyses on the network response to nodes removal have been conducted using
binary networks where the intensity (i.e. weight) of the links is not considered, and therefore the
links can only be present or absent. Nonetheless, real-world networks commonly have a complex
topological structure and display a large heterogeneity in the capacity and intensity of the
connections [15-20] and for this reason, a comprehensive description of these systems is only

possible when the heterogeneity in links weight is considered [15,16].

In a pioneering work of Dall’ Asta et al. [21] investigated the response of the worldwide airport
weighted network to different attack strategies using binary and weighted measurements of the
system functioning. They found a lower network robustness when the network functioning is

evaluated with weighted, rather than with binary, measurements [21].

Wang and Chen [22] analyzed weighted network models against nodes failure and by applying the
local weighted flow redistribution rule they found the strongest robustness against cascaded failure
for a specific shape of the distribution of links weight [22]. Differently, Mirzasoleiman e al. [23] ,
rather than nodes failure, investigated the robustness of networks focusing on links removal. They
analyzed a number of factors influencing the robustness of model networks against the removal of
links with maximum weight where networks links were weighted according to different rules. They
found that the networks whose links weight is the product of the betweenness centrality of the end

nodes have the largest robustness against the failure of links of maximum weight [23]. Bellingeri



and Cassi [24] analyzed the response to nodes failure accounting for link intensity and the weighted
structure of model and real-world networks introducing a weighted rank for node importance (node
strength) in the attack strategies, and used a measurement for network functioning that accounts for
the weight of the links (weighted efficiency). They found that the efficiency of the attack strategies
changed when passing from binary to weighted network functioning measurements; in addition,
they show that if the weighted structure of complex networks is not considered, this may produce
misleading models to forecast the system response to node failure, i.e. only considering binary links
may not unveil the real damage induced to the system [24]. In a recent paper Bellingeri et al. [25]
analyzed the response to attack strategies of the real-world weighted network of the urban taxi
traffic system of Beijing using weighted and binary measurements of the network functioning. They
found that to discover the best attack strategy, i.e. the attack producing the highest damage, it is
important to use node rank accounting for links weight, e.g. considering the amount of taxi flows

among nodes [25].

All these research studies analyzed the response of the weighted networks under nodes removal
focusing on the whole system collapse; to do this they addressed the investigation removing all the
nodes investigating the system response at the end of the process, i.e. when the functioning
measurement reached the quasi-zero value. However, in many cases real world networks underwent
local damage of one or a small ensemble of nodes only determining a decrease in the system
functioning. This is the simple case of cross-roads (or streets) closing, an everyday local failure in
large real-world complex road networks, causing inconveniences and delays for the travelers, that
decreases the system functioning without to provoke the whole system collapse. In addition,
Bellingeri et al. [5] showed that the attack strategies can change the relative efficacy with the
fraction of removed nodes, indicating that to focus the whole network collapse may be misleading
when a reduced number of node to remove are available. That is why it is interesting to investigate
the network response focusing on few nodes failure and the consequent decrease in system

functioning.



In this paper we address this new issue analyzing the response of the real-world network of the
urban taxi traffic of Beijing [26] to few nodes removal. We focus the investigations by removing a
small set of nodes, i.e. 1 and 2 nodes, and measuring the decrease in the system functioning using
both binary and weighted network functioning measurements: the binary efficiency and the
weighted efficiency [24,27,28]. We sort the efficacy of different attack strategies and we test, via a
Montecarlo analysis, if the network damage produced by removing nodes according to attack

strategies [1-6,8,24] is bigger than that obtained by random removal.
2. Methods

2.1 The Beijing road complex network

We analysed the robustness of the real world complex networks of the 2™, 3" 4™ and 5™ ring road
of Beijing city, the capital of China and the second most populous city in the world with a wide and
complex traffic roads system [26]. Each ring presents different number of nodes ranging from
N=144 to N=871. Nodes represent the road intersections and links depict the roads connecting
nodes [26]. The weights of real traffic network roads (links) can be estimated e.g. by the actual
length of the road, the traffic flow of the road, the average speed of the vehicles, etc. In the present
work we estimated it to be equivalent to the taxi vehicle flow, that we computed as the number of
taxis passing the road from February the 2" to 8", 2008. For a detailed topological analyses of the

Bejing urban road network see Guo and Lu [26].
2.2 The attack strategies

We evaluated four attack strategies based on a binary description of the network and two based on a
weighted description of the network. These strategies have been extensively presented and
discussed in previous works (Bellingeri et al. [4], Bellingeri and Cassi [24]). We analyzed the

response of the system under 1 and 2 nodes removal from the networks.

Binary attack strategies.



e Nearest neighbors (First): nodes are sequentially removed according to the number of
nearest neighbors of each node (i.e. node degree) [8,4].

e Next to nearest neighbors (Sec): nodes are removed according to the number of nodes
connected to the nearest neighbors of that node.

e Next to nearest neighbors plus nearest neighbors (F+S): nodes are removed according to the
number of nearest neighbors plus nodes connected to the nearest neighbors of that node.

e Nodes betweenness centrality (Bet): nodes are sequentially removed according to their
betweenness centrality, which is the number of shortest paths from all vertices to all the

others that pass through that node [29].

Weighted attack strategies.

e Google Page Rank (Goog): nodes are deleted according to the rank produced by the
algorithm used by Google to rank their search engine results [24,30].
e The strength attack (Str): nodes are removed according to the node strength. The node

strength of a given node is the sum of the weight of the links incident to the node [21,24].

For all the strategies in the case of ties (i.e. nodes with the same property parameter), the sequence

of nodes removal is randomly chosen.

2.3 Damage characterization: the network efficiency

We quantified the efficiency of the network during the node removal process. The efficiency of a
network is based on the shortest path notion. The shortest path between two nodes is the minimum
number of links needed to travel between the nodes. In a binary network, the shortest path between
two nodes is an integer number indicating the minimum amount of links necessary to travel from a
node to the other [31]. In a weighted network, a path between two nodes is the sum of the weights
associated to the links needed to travel between the nodes [31]. The efficiency for a pair of nodes is

the reciprocal of the shortest path between the nodes (both for binary or weighted network). We



referred to binary efficiency (Bin EFF) when links weight is not considered in the measurement,
and weighted efficiency (Weg EFF) when weights are included [24,28]. The higher the shortest path
between two nodes, the lower the efficiency [24,28]. Since, the shortest path measurement of the
entire network is the average of shortest paths among each couple of nodes, the efficiency of a
network is the average of the efficiency between each couple of nodes. See Appendix A.1 for a

detailed mathematical explanation of the network efficiency measurements.

2.3 The Montecarlo simulations

We assessed the uncertainty in the estimate of the attack strategies efficacy via a Montecarlo
randomization test, with random removal sequences resampled 10,000 times, and confidence

intervals computed with the percentile method [32]. Namely:

1) We iterated 10,000 random removal sequences for each ring roads of the Beijing road traffic

complex network and we measured the networks efficiency.

2) We computed the difference in the network efficiency between the initial efficiency (e.g. the
network efficiency before any nodes removal) and the network efficiency after the removal of 1 and

2 nodes. We refer to this difference as to the network damage (Damage).

3) We compare the empirical null Damage distribution obtained from points 1) and 2) with the
damage produced by the selective attack strategies using confidence intervals with the percentile
method. In the null hypothesis the damage produced by selective attack strategies does not differ
from the empirical null Damage distribution. We count the number of Damages obtained by random
removal sequences higher than the damage induced by each attack strategies. This count represents
the probability to have a damage caused by a random node failure higher than the one triggered by
a given attack strategy and the p-value for the null hypothesis; we use this probability like a

significance value p for the efficacy of each attack strategy.

3. Results



The empirical null distributions of the damages (Damage) are mostly bell shaped (See Figs 1-4).
For each Damage distribution we fitted a normal distribution computing the mean (u) and the
standard deviation (c). The computed normal distributions parameters are reported in Table A.1 in

the Appendix. The normal distribution fitting are depicted in Figs A.3-A.6 in the Appendix.

We found the attack strategies to generally be more efficient than the random removal to decrease
the networks functioning. Figs 1-4 show how the selective attack strategies, with differences,
produced an overall damage higher than the mean Damage caused by random node removals and in
most cases, the attack strategies produced Damage higher than 95% of the random removal
sequences. The percentile values representing the probability to have random removal sequences
producing higher Damage than a given attack strategy in the Damage distribution ensemble are

reported in Table 1.

2" ring: when the damage is measured by Weg Eff, the best attack strategies are Bet and Goog for
1 and 2 removals (Fig. 1). Sec and F+S are non effective with 0.52 and 0.41 random damage higher
than the damage produced by these strategies. Using the Bin Eff Bet becomes the best strategy with
p=0.0001 followed by Str and First with equal efficacy (Fig. 2); interestingly, Sec and F+S become

more efficient when the damage is measured by Weg Eff with p=0.0451 and 0.002.

3" ring: using Weg Eff Str is the best strategy for 1 removal and Goog is best for 2 removals (Fig.
2); Bet follows in third position; Sec and F+S are generally less efficient and, interestingly, First
produces small damage and it does not differ from the null hypothesis with p=0.1605 and 0.3274
for 1 and 2 removals respectively. For Bin Eff, Bet is the best strategy with no Damage distribution

outcomes higher than it (p=0).

4" ring: using Weg Eff Str is clearly the best strategy for both 1 and 2 removals (Fig. 3) with no
random Damage higher than it; Bet follows in second position; Sec and F+S are generally less

efficient and, interestingly, First, the binary counterpart of Str, is not efficient for 1 and 2 removals



respectively (p=0.28 and 0.26). For Bin Eff, Bet is the best strategy with no Damage distribution

outcomes higher than it (p=0).

5™ ring: like the 4™ ring, using Weg Eff Str is clearly the best strategy for both 1 and 2 removals
(Fig. 4) with no random Damage higher than it (p=0); Goog results in second position; Sec and F+S
are generally less efficient. It is worth nothing that using Weg Eff, First and Bet are not efficient for
1 removal and they not differ from null hypothesis with p=0.441 for both strategies, but they
become efficient removing 2 nodes with p=0 for both strategies. For Bin Eff Bet results the most
efficient strategy for both 1 and 2 removals with p=0. Interestingly, Sec resulting no efficient when
the damage is measured by the Weg Eff, is now the second strategy with p=0.0143 and 0, followed

by F+S. The weighted strategies Str and Goog produce the lowest damage.

4. Discussion

In this paper we addressed the general problem of real-world network robustness focusing on the
system reaction to few local node failures and comparing the outcomes with classical analyses
investigating the whole system collapse (cascade of failures). To do this, we analyzed the response
to 1 and 2 node removals in terms of robustness of the real world weighted complex networks of the
2" 3 4™ 5" ring roads of Beijing city using weighted and binary measurements of the damage
and weighted and binary properties to select the nodes to remove. We found that, in 3 out of 4 rings,
the weighted node attack strategy Str that remove nodes according to their strength, i.e. the sum of
the weight of the links to the node, is more efficient in producing damages when we measured the
network functioning with the weighted efficiency (Figs 1-4 and Table 1). In other terms, Str is the
most powerful strategy to individuate important nodes in the analyzed network. Since in our
network the weight of the links indicates the amount of taxi passing along the road [26], to

individuate the most important nodes in the real world road complex networks of Beijing city it is



necessary to consider the total traffic passing in the crossroads (node) and not only the binary
topological structure of the roads network. This last result partially disagrees with previous analyses
on the Beijing city road system producing the whole network collapse [25]. Bellingeri et al. [25]
found Str to be the most efficient strategy using Weg Eff only on the 2™ ring and for the 3" ring up
to reach 1/3 of the node removals, after this value Goog became more efficient. This difference in
efficacy indicates how a local strategy like Str may be highly efficient for a few node removals, as
we found here removing 1 and 2 nodes. However, when the number of node removals overcomes a
given value, Goog strategy, which is able to consider the general importance of the component in
the system and can be viewed as a global strategy [30], shows higher efficacy in selecting important

nodes [25].

Bellingeri et al. [5] found for binary models and real-world networks, that the rank of efficacy of
the removal strategies can change depending on the amount of removed nodes, indicating how
commonly global used measure of the strategy efficacy considering the whole network collapse [1-
3,9], may be misleading when just a few “shots” are available. The transition pattern in the
strategies efficacy that we show here for weighted networks, where for few removals the best
strategy is Str and after become Goog [25], is in agreement with the results presented for binary
attack strategies in Bellingeri et al. [5]. Both works outline the importance to consider the amount of

removals in order to understand the system response to different kind of node loss.

Str strategy is not the most efficient attack using the binary efficiency: i.e. when Bin Eff evaluates
the network damage, Bet strategy may be more powerful to select important nodes for networks
functioning (Figs 1-4 and Table 1). The higher efficacy of the Bet strategy we found here is in
agreement with previous analyses showing how removing nodes according to their betweenness
centrality is highly disruptive for the network functioning even when the functioning is measured by

the largest connected cluster [1,5,6].



Dall’ Asta et al. [21], analysing weighted airport networks, discovered that introducing weighted
measurement of the damage increases the vulnerability of the network to node loss. They emphasize
how the purely binary measure of the size of the largest component does not convey all the
information needed [21]. Our findings are in agreement with the pioneering analyses of Dall’ Asta et
al. [21] showing how to adopt binary or weighted measurement in the damage analyses may clearly
change the networks response to node removal. In order to discover the best attack strategies, and
thus the best way to select important vertexes, it is important to analyze the network response to
node loss using attack strategies accounting the magnitude of the links to the nodes, such as the
nodes strength Str. In Fig. 5 we depict a simple example showing the necessity to account the
weight of the links to discover important nodes. This confirms our previously analyses showing that
neglecting the weighted structure of complex networks may produce misleading models to forecast
the system response to node failure, i.e. not account the intensity of the links with adapt weighted
measures may not unveil the real damage induced in the system [29,24,25,33]. A similar pattern is

founded in both physics [24,25] and ecological networks, such as food webs [19,33].

Guo and Lu [26] analyzed Beijing road networks used in this study and found that the maximum
nodes degree and the degree distributions are the same throughout rings hence the number of nodes
and the diameter sharply increase from 2" to 5" ring. Since Str strategy is very efficient for all the
rings of the Beijing road networks (Table 1), we can argue that the efficacy of the Str strategy is
also size invariant, i.e. is not affected by the number of nodes or by the paths length of the
networks. Further, this last result would suggest how simple local weighted attack strategy would
be adequately effective to individuate important nodes in road networks, even when a detailed
global information on the network structure is not available (for example, the paths length or
diameter). Given that real-world complex networks may show structure differences, it would be
very interesting to test while local weighted strategy Str (or similar) is highly effective and ‘size-
invariant’, like we found in our analyses, in complex systems from other fields, such as for example

biological, immunological or social. This would produce implications in concrete policies, like for



example to individuate important component supporting biological life or preferential individuals to

immunize.

Testing the efficiency of the different attack strategies is extremely important because identifies the
most important nodes for network functioning, and therefore which nodes should be primarily
protected, as in the case of computer [1,3] or ecological networks [10,12,19,34], or removed, as in
the case of immunization/disease networks [5,35]. Here we found that, even removing 1 or 2 nodes,
the attack strategies are generally more efficient than the random removals; this result is in
agreement with the wide literature in the field where the system response to node loss was measured
removing all the nodes [1-6]. This last result would align the efficacy of our local attack analyses
presented in this paper with the efficacy of the global attacks widely investigated in the literature.
Nonetheless, we found how a certain fraction of damage caused by random node removals may be
higher than the damage produced by the attack strategies, both for binary and weighted efficiency
(Table 1). For example, for Weg Eff in the 4™ ring network all the strategies except the best strategy
Str and then Bet are useless. Further, for 1 removal and both the efficiency measurements, in the 5"
ring network no one selective attack strategy presents p = 0, i.e. no strategy performed better than
all the Montecarlo outcomes. This may indicate that to find the best attack, the simulation of a
higher number of random nodes removal may be necessary. We choose to analyze for the first time
the network response to a small number of nodes removals because we are convinced that in real
world networks it is a failure pattern with higher chance. Since the analyses presented here focused
on few removals, this strategy can be available even for medium and large networks, whereas
simulating a very large number of the entire removal process involving all the nodes may become
quickly time consuming. For this reason, we showed how to simulate the highest number of a small

number of nodes failure may be the best approach to select important nodes.
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Figure 1: Damage distributions for the 2™ ring of the Beijing road traffic networks for weighted

and binary efficiency; top row 1 node removal, bottom row 2 node removals.
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Figure 2: Damage distributions for the 3" ring of the Beijing road traffic networks for weighted

and binary efficiency; top row 1 node removal, bottom row 2 node removals.
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Figure 3: Damage distributions for the 4™ ring of the Beijing road traffic networks for weighted

and binary efficiency; top row 1 node removal, bottom row 2 node removals.
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Figure 4: Damage distributions for the 5 ring of the Beijing road traffic networks for weighted

and binary efficiency; top row 1 node removal, bottom row 2 node removals.



Figure 5: Simple example showing that neglecting the weighted structure of complex networks
may produce misleading models to forecast the system response to node failure. Binary (top figure)
and weighted (bottom) models of the same complex network. The failure of the nodes with higher
binary degree (top) may not damage the most important node when the weight of the links are

considered in the network (bottom).

Table 1: fraction of random removal producing a damage higher than the selective attack strategies.

2nd
Weighted Binary
1 Shot 2 Shots 1 Shot 2 Shots
First 0 0.0007 0.0026 0.002
Sec 0.5275 0.4135 0.0451 0.002
F+S 0.5275 0.4135 0.0451 0.002
Goog 0 0 0.0026 0.002




Bet 0 0 0.0001 0
Str 0.0011 0.0002 0.0026 0.002
3rd
Weighted Binary
1 Shot 2 Shots 1 Shot 2 Shots
First 0.1605 0.3274 0.0218 0
Sec 0.2256 0.114 0.0218 0.0428
F+S 0.1605 0.3274 0.0218 0
Goog 0.0003 0 0.996 0.0428
Bet 0.0028 0.0263 0 0
Str 0 0.0001 0.0218 0
4th
Weighted Binary
1 Shot 2 Shots 1 Shot 2 Shots
First 0.2799 0.256 0.6261 0.0122
Sec 0.8841 0.9984 0.2128 0.0037
F+S 0.8841 0.406 0.0274 0.0001
Goog 0.0943 0.1607 0.0747 0.2165
Bet 0.0044 0.0186 0 0
Str 0 0 0.6261 0.0122
5th
Weighted Binary
1 Shot 2 Shots 1 Shot 2 Shots
First 0.0929 0 0.2056 0
Sec 0.441 0.001 0.0143 0
F+S 0.6088 0 0.0606 0
Goog 0.0297 0 0.2056 0




Bet 0.441 0 0.0129 0

Str 0.0001 0 0.2056 0

Appendix A.
A.1. The efficiency (EFF)

We measured the functioning of the network during the nodes removal process using binary (Bin
Eff) and weighted efficiency (Weg Eff) as a measure of the network efficiency [24]. The efficiency

measurement is based on the shortest paths notion.

Let be G a binary network of N nodes and L links, it can be represents by an N x N binary adjacency
matrix A, where the element a;;=1 if there is a link between nodes i and j and 0 otherwise. A
weighted network Gy, can be represents by a N < N matrix W where elements w;;>0 if there is a
links of weight w between nodes i and j. In the binary network G, the shortest path between two
nodes is an integer number indicating the minimum amount of links necessary to travel from a node
to the other. In the weighted network G,,, a path between two nodes is the sum of the weight
associated to the links necessary to travel between the nodes; consequently, the weighted shortest
path is the minimum sum of the weights necessary to travel between the nodes [31]. Thus, the
shortest path between nodes i and j is the minimum number of links (binary or weighted) necessary
to travel between the nodes; let p;; the ensemble of all paths between nodes i and j, the shortest path

s;j of a network is:

Sij = min{pij}(l)




where 0 < sjj<ooif there is a path between nodes i and j, and s;;= oo otherwise (e.g. nodes belong to
different isolated clusters). The shortest path measure of a networks is the average of the minimum

number of links necessary to travel among each couple of nodes [31].

We can compute a N x N efficiency matrix E where the elements g;j is:

eij :i(Z)
S..

i
where e;;=0 in the case there is no path between nodes i and j, and 0 < s;; <ﬁ otherwise.

Averaging the efficiency among nodes, we can define the network efficiency EFF:

i,j=1

1
EFF:m Ye )

N

The efficiency computed in Eq. (3) rules for binary (Bin Eff) and weighted networks (Weg Eff).
See Figure A.1 for example of the binary and weighted networks and the associated shortest paths.

In order to assign more importance to the bigger links, we compute the reciprocal of the link

weight.
To compute the shortest paths, we:

i) Compute the reciprocal of each link weight. This way, links with higher weight value represent
“wider and faster routes” or, in terms of distance, “shorter routes”, producing lower shortest paths.

See Fig. A.2 (a) for a representation of the weighted network in Fig. A.1 (b).

i) Compute the shortest paths for each node pairs (Eq. 1). See Figure A.2 (b).



iii) Compute the efficiency for each pair of nodes by producing the reciprocal of the shortest paths

(Eq. 2) (See Fig. A.2 (c)). The higher the shortest paths between two nodes, the lower the

efficiency.

iv) We sum the efficiency values and we average on the total number of node pairs (i.e. N(N-1)/2).

The average value of the nodes efficiency is the network weighted efficiency (EFF) (Eq. 3).

Computing the reciprocal means that shorter routes among nodes increase the efficiency of the

network and viceversa. Further, in the case two nodes are not joined by paths (as in the case of

isolated clusters), the shortest path s;; return the infinite value for the nodes pairs. Thus, computing

the reciprocal of the shortest path s;; for a disjoined couple of nodes i and j equals zero (lowest

efficiency), maintaining the general idea about network efficiency.
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Figure A.1: (a) N x N adjacency matrix of the binary network G with no weights associated to the
links; (b) N x N matrix W of the weighted networks G,, W with links weight; (¢) N x N matrix S of
the shortest paths of the binary network in (a); N x N matrix S of the shortest paths of the weighted

network in (b).
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Figure A.2: (a) network (N=5, L=4) of Fig. 2 with the reciprocal of the links weight; (b) N x N
matrix of the weighted shortest paths computed for every pairs of nodes; (¢c) N x N matrix of the

efficiencies ej; computed for each pairs of nodes.

A.2. The Damage distributions
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Figure A.3: Damage distributions for the 2" ring of the Beijing road traffic networks for weighted
and binary efficiency; left column 1 node removal, right column 2 node removals. Top row
describes the normal distributions fitting with the parameters p and o in Table A.1; blue
histograms: experimental data, red lines: normal distribution function fitting. Bottom row depict the

cumulative normal distributions.
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Figure A.4: Damage distributions for the 3" ring of the Beijing road traffic networks for weighted
and binary efficiency; left column 1 node removal, right column 2 node removals. Top row
describes the normal distributions fitting with the parameters p and o in Table A.1; blue
histograms: experimental data, red lines: normal distribution function fitting. Bottom row depict the

cumulative normal distributions.
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Figure A.5: Damage distributions for the 4™ ring of the Beijing road traffic networks for weighted

and binary efficiency; left column 1 node removal, right column 2 node removals. Top row

describes the normal distributions fitting with the parameters p and o in Table A.1; blue

histograms: experimental data, red lines: normal distribution function fitting. Bottom row depict the

cumulative normal distributions.
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Figure A.6: Damage distributions for the 5™ ring of the Beijing road traffic networks for weighted

and binary efficiency; left column 1 node removal, right column 2 node removals. Top row




describes the normal distributions fitting with the parameters pu and o in Table A.1; blue
histograms: experimental data, red lines: normal distribution function fitting. Bottom row depict the

cumulative normal distributions.

Table A.1: Normal distributions parameters p and o of the networks Damage.

2" ring
Weg Eff Bin Eff
1 removal 2 removals 1 removal 2 removals
1.72278 2.87381 0.00546438 0.00845544
0.890324 1.25396 0.000607007 0.000874394
3" ring
Weg Eff Bin Eff
1 removal 2 removals 1 removal 2 removals
0.5049 0.850030 0.00173488 0.00270
0.272821 0.3910336 0.0001911 0.000272
4" ring
Weg Eff Bin Eff
1 removal 2 removals 1 removal 2 removals
0.1895849 0.31856 0.00083359 0.0012970
0.122878 0.172182 0.000088899 0.00013995

5™ ring




Weg Eff Bin Eff
1 removal 2 removals 1 removal 2 removals
0.0447567 0.08679 0.00040613 0.00065
0.047793 0.06677 0.000145 0.000212




