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LARGE INTERCONNECTED CRITICAL INFRASTRUCTURES

Water Distribution Systems 

OBJECTIVE

Introduction

Prepare water utilities to crisis management by improving the system resilience with respect to 2 specific case studies: system failure and water quality deterioration.

Better crisis management The resilience framework

DEFINITIONS

The resilience is the inverse of a time for driving back the system into its desirable properties ; the theory of viability is a good mathematical framework that focuses on desired use of a system More general definitions with technical, social and organisational facets: Infrastructure resilience is the ability to gracefully degrade and subsequently recover from a potentially catastrophic disturbance that is internal or external in origin

§
The robustness of a system to a given class of disturbances is defined as the ability to maintain its function when it is subject to a set of disturbances of this class 

  treatment, distribution or storage) -Loss of pressure/Leaks -Change in water quality -Environmental impacts -Financial impacts (e.g. loss of revenue, repair cost) -Social impacts (e.g. Loss of public confidence, reduce workforce) -Others CRITICAL INFRASTRUCTURE PROTECTION Introduction Drinking water distribution networks are exposed to natural or human-made disasters Not only are contaminant warning systems important, but so is water utility preparation, maintenance, training… The detection of faults and the capacity to return quickly to a normal state after failures and interruption of services are essential for water utilities.

  Toxicity sensorsHydraulic and water quality sensors Hydraulic stations (tanks, pumps, valves) Terrorist attack

  The four R's of resilience and multi-hazard engineering, Bruneau et al., 2003, Redundancy, Robustness, Rapidity and Resourcefulness § Resilience is the ability of the system to absorb, adapt, and rapidly recover from a potential disruptive event NIAC, 2009 Simulation and analysis tools can help water utilities explore how their network will respond to expected, and unexpected events Timeline for the three resilience phases in the ResiWater project VULNERABILITY and RESILIENCE signatures are assessed on a simple three-level scale:

  disruptive events by • Improved system design • Improved operations and response Decision was made to split into two application modes: • Offline training -> planning and preparedness • Online training -> network operation and management of triangle should be as small as possible. Decrease area in vertical direction static Resilience Decrease area in horizontal direction dynamic Resilience runs WW pumps 2>3>4! 5) Trainer closes Leakage &Trainee stops PS1 Booster, WW 2runs WW pumps 2>3>4! 5) Trainer closes Leakage &Trainee stops PS1 Booster, WW 2,3,4 and starts PS 2 again runs WW pumps 2>3>4! 5) Trainer closes Leakage &Trainee stops PS1 Booster, WW 2,3,4 and starts PS 2 again -off between system performance and leakage loss ü Resilience by design and adaptive improved control system ü New technologies or types of critical infrastructures (IoT, robotics, cybersecurity) ü Holistic and integrated approaches considering interactions between different CIs (communication, cascading effects, etc.) ü Development of operational metrics and practical approaches to support decision making ü Model-based decision making (optimisation, sensor and actuator placement) ü Use of new technologies for the protection of critical infrastructures (big data, artificial intelligence, remote control actuators in the network) ü Improvement of training on decision-making through proposal of procedures, serious games Outlooks
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For the present study: § VULNERABILITY concerns the technical part of the system only.

§ RESILIENCE concerns both the technical and the organizational parts of the system.

VULNERABILITY AND RESILIENCE ASSESSMENT

The resilience framework The resilience framework