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INNOVATIVE SECURE SENSOR NETWORKS AND MODEL-BASED ASSESSMENT
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Water Distribution Systems
LARGE INTERCONNECTED CRITICAL INFRASTRUCTURES

potential consequences
potential hazards or potential impacts

= N 2N A
%" Extreme weather . - Pipe break
' Accident - Other infrastructure
ccidents or

. : (damage/failure)
technical failures

ﬁ'_‘ - Power outage
g: g Cyber threats
= ‘

- Service disruption
Acts of terrorism

(source water treatment,
distribution or storage)
- Loss of pressure/Leaks
- Change in water quality
- Environmental impacts
- Financial impacts
(e.g. loss of revenue,
repair cost)

Chemical
contamination

Cascading events - Social impacts (e.g. Loss
of public confidence,
others reduce workforce)
- Aging - Others

- Components degradation \ /
- L/




Introduction
CRITICAL INFRASTRUCTURE PROTECTION

Not only are contaminant warning systems important, but so is water
utility preparation, maintenance, training...

The detection of faults and the capacity to return quickly to a normal state
after failures and interruption of services are essential for water utilities.

- Prevention ?
- Monitoring ?
- Which
responses?

& B Toxicity sensors
@ [ | Hydraulic and water quality sensors

¢ Hydraulic stations (tanks, pumps, valves)
4387 Terrorist attack
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Introduction
OBJECTIVE

Prepare water utilities to crisis management by improving the
system resilience with respect to 2 specific case studies: system

failure and water quality deterioration.

Project consortium & work plan
The resilience framework
Simulation and resilience training
Conclusions and outlook

Sensors and
Fault
Robust detection

modelling and
tiaining

> wh =

Strenghtening
system
resilience

@ e o
0 | ****** + Better crisis management
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Project consortium
PARTNERS (JULY 2015 — JUNE 2018)

End-users

Berliner Wasserbetriebe (BWB, Germany)
Eurométropole de Strasbourg (EMS, France)
Veolia Eau d’lle-de-France (VEDIF, France)
Engineering Consulting Company

3S Consult GmbH (Germany)

Laboratories and Research Centers
Irstea (France)

Engees GESTE and ICUBE (France)
DVGW-Technologiezentrum Wasser TZW (Germany)
Fraunhofer Institute IOSB (Germany)
Fraunhofer institute IGB (Germany)

CEA DAM (France)
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Work plan

SCIENTIFIC AND TECHNICAL PROGRAM

+ EMS, VEDIF, BWB + EMS, 3S

New Sensors & Self-learning Simulation Vulnerability
sensor network Monitoring of extreme & Resilience
WP 2 Tools Events Assessment
WP 3 WP 4 Tools - WP 5
TZW (lead), IOSB, IOSB (lead), VEDIF, 3S (lead), Irstea, Irstea (lead), ENGEES,
IGB,ENGEES, CEA Irstea, TZW + EMS BWB, CEA, IOSB

+3S, EMS & TZW

Use Cases
WP 1

S, EMS (lead), BWB, VEDIF
@ﬂm + all partners
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The resilience framework
DEFINITIONS

The resilience is the inverse of a time for driving back the system
into its desirable properties ; the theory of viability is a good
mathematical framework that focuses on desired use of a system

More general definitions with technical, social and organisational
facets:

= The four R’s of resilience and multi-hazard engineering,
Bruneau et al., 2003, Redundancy, Robusiness, Rapidity and
Resourcefulness

= Resilience is the ability of the system to absorb, adapt, and
rapidly recover from a potential disruptive event NIAC, 2009

Simulation and analysis tools can help water utilities explore how
their network will respond to expected, and unexpected events



The resilience framework
THE RESIWATER THREE RESILIENCE COMPONENTS

Absorptive phase
Starts with the event

+time(detection)

Adaptive Phase
+ time(identification)

Restorative Phase

+time(decision) Starts with the problem detection

... until reaching the initial or a Begins with the decision of a long-

+time(realisation)

better performance level. term strategy solution (for instance
+time(first effects) || 1ermediate point at performance | ordering materials)
= time (passive stabilization ‘time(stabilization)’
evolution of the = To compare with ‘time Ends with a stabilized performance
system) « acceptable » of failed service’ higher than the Pnormal
1 time

Timeline for the three resilience phases in the ResiWater project

VULNERABILITY and RESILIENCE signatures are assessed on a simple
three-level scale:
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The resilience framework
VULNERABILITY, RESILIENCE AND ROBUSTNESS

Kevin Lansey (2013)

Infrastructure resilience is the ability
to gracefully degrade and subsequently
recover from a potentially catastrophic
disturbance that is internal or external

in origin

The robustness of a system to a given
class of disturbances is defined as the
ability to maintain its function when it is
subject to a set of disturbances of this
class

Resourcefulness + rapidity
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e FUNCtionality
=== Threshold

© Quality of Service

Robust but not resilient

Time

= Functionality
= = = Threshold

@ Quality of Service

Resilient and not robust

Time
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Simulation and resilience training
DESIGN

Objective: Managing disruptive events by

* Improved system design

* Improved operations and response

Decision was made to split into two application modes:

« Offline training -> planning and preparedness

* Online training -> network operation and management

Robust
simulator
|
1 1 1
ResiWater Interactive
plugins Mode
(offline) (online)

10
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Phases of resilience
SIMPLE EXAMPLE: PIPE BURST

system performance ? * %S
T pipe burst
opening of
pipe replacement 2" valve
opening of
1stvalve

closing of

1t yal closing of
valve

2nd valve

detection

launching
actions

mobilisation of utility timet

[ ——"
normal absorptive restorative normal

s e
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.
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Resilience triangle

,System performance

Duration (Management, Organisation, Emergency Plans)

Impact Dependent on:
(Robustness « Network topology
Redundancy)) «  Allocation of valves

* Preparedness, Knowhow
« Management
« Equipment, Software

time t
Objective: Area of triangle should be as small as possible.

Decrease area in vertical direction —>» static Resilience
Decrease area in horizontal direction => dynamic Resilience
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Training Simulator
MODEL OF PILOT ZONE
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21.500 nodes
26.300 links

3,0 bar

4.500 m3/h

fast transient solver
(water hammer) with
1 sec time step



Training Simulator
SCENARIO
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Training Simulator
SCENARIO

ZC PECH /

pipe burst of trunk
main at the same time
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Trainees possibilities to control the network

OVERVIEW

]
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Trainees possibilities to control the network
PUMP STATIONS: AUTOMATIC VS. MANUAL CONTROL

Automatic Off

On/N (speed)

On/N (speed)
PS1 pumps 2,3

Automatic Off
PS1 Booster

Total Inflow: 4186

ww |
1906 m3/h
Auto_Off
0.0 set
0.0 act
PS 2 | 1236 m*/h
1236 m3/h
N_PS2 ©
1250.0 set =
1250.0 act 1 U
1250 rpm
EPS1 | 1044 m*/h
1044 m3/h
N_PS1-a
1150.0 set
1150.0 act 4

0=N/4=]
134 0D

1906 m°/h  7.45 bar
7.45 bar

5.39 bar
5.39 bar

4.41 bar
4.41 bar

Automatic On/Off;

Automatic Off: pump speed
has to be set by the Trainee
for each single pump

Automatic On:
Trainee sets Mode
N (speed), p or Q

and setpoint — automatic
drives the whole group
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Real-time visualization of calculation results

EXAMPLE: SYSTEM PRESSURE

i) : L

Dres: 5032.94 m3/h
QBurst:  0.86 m3/h
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Training Scenario - Results
TIME CURVES FOR FLOWS

‘SIR3S 9.0 - Lizenzgeber. 35 Consult GMbH, Osteriede 8-10, D-30827 Garbsen "
SIS emana IS constan
Bvi

Modell: M-1-0-1 - TrainSimModel
Zeitkurvendiagramm: FlowTrend

Total inflow
- due to leakage
- and linepack

Flow

akage!

Time (15 Minutes)
1) PS2 Offl 2) Leakage! 3) Trainee runs PS1 Booster!

4) Trainee runs WW pumps 2>3>4!
. 5) Trainer closes Leakage &Trainee stops PS1 Booster,
wram \WW 2,3,4 and starts PS 2 again



Training Scenario - Results
KPI: SUPPLY RATE

IR3S 8.0 Lizenzgeber: 35 Consult GMDH, Osteriede 3-10, D-30827 Garbsen
Lizenznehmer: 35 Consut GmoH, Osteriede 8-10, 30827 Garbsen
Bws

--------------
mmmmmmmmmmmmmmm

3) Demand missed
due to Leakage

= .
ch> (negative performance
curve)
4)
1) 2) 5) . .
. T Resilience triangle

Time (15 Minutes)

Fehimenge Knoten aus Unterversorgung Demand missed in [mah]

1) PS2 Offl 2) Leakage! 3) Trainee runs PS1 Booster!

4) Trainee runs WW pumps 2>3>4!

5) Trainer closes Leakage &Trainee stops PS1 Booster,
nnnnnnnnnnnnnn WW 2,3,4 and starts PS 2 again
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Training Scenario explained

LINEPACK-RATE
| Linepack-rate
5| - derstanding Linepack
e e R —7 ANA N AV understanding Linepac
E | - TN T \ i is key for understanding
n / dynamic resilience
N2 39 4 5
Time (15 Minutes)
1) PS2 Offl 2) Leakage! 3) Trainee runs PS1 Booster!
4) Trainee runs WW pumps 2>3>4!
5) Trainer closes Leakage &Trainee stops PS1 Booster,
sssssssssss -~ WW2,3,4 and starts PS 2 again
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Training Scenario - Results
LEAKAGE LOSS

8000,00

7000,00

£000,00

5000,00

4000,00

math

3000,00

2000,00

1000,00

0,00

| increase by

linepack

-1000,00 -

-2000,00

increase by start-

ing 3 additional
pumps in WW

~

e

increase by
additional pump
in PS 1

after pipe
isolation

00m00s

T T T
01m30s 03m00s 04m30s

T T T
06m00s 07m30s 09m00s

T T T
10m30s 12m00s 13m30s 15m00s

-> Trade-off between system performance and leakage loss
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Summary and Conclusion

v' Water supply system is a

v 3 Resiliences

v" Robust Modelling

v Sensors, detection and Cost benefit Analysis
v Simulation and resilience training

v' Event Case studies with end users
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Outlooks

v Resilience by design and adaptive improved control system
v" New technologies or types of critical infrastructures (

)

v Holistic and integrated approaches considering interactions between
different Cls ( )

v" Development of operational metrics and practical approaches to
support decision making

v" Model-based decision making (

)

v Use of new technologies for the protection of critical infrastructures (

)

v Improvement of training on decision-making through proposal of
procedures, serious games
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Thank you for your attention
Any questions?
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http://www.smart-onlinewdn.eu/
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The resilience framework
VULNERABILITY AND RESILIENCE ASSESSMENT

a WDS is composed of :

= Atechnical part, described through infrastructures and functions.
= An organizational part (WD utility).

Organizational part

Technical part

Infrastructure 01 Infrastructure 02 Infrastructure 03 Infrastructure 04
Function 01 Function 01
Function 02
Function 03 Function 03 Function 03

For the present study:
= VULNERABILITY concerns the technical part of the system only.
= RESILIENCE concerns both the technical and the organizational parts of the
system.
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The resilience framework
FOUR VULNERABILITY & 3 RESILIENCE COMPONENTS

4 )
Initial PHYSICAL
vulnerability
\ >
INFRASTRUCTURE LEVEL SYSTEM vulnerability Potential EXTERNAL
~ ~ = f{t) vulnerability = g(t)
Initial FUNCTIONAL SYSTEM LEVEL
vulnerability
" r
FUNCTION LEVEL

INTERNALVULNERABILITY EXTERNAL VULNERABILITY

The 4 vulnerability components in the ResiWater project
perfo‘rmance

P|nmal
Viuen @ time =t
p':xm':

P|¢ lure

NORMAL

——————>

FAILED

time

>

tmm tdegradnt lan t tf:|||.|r=

Py Residual performance at time t
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